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Export Security Certificates
Open PKI Client

1. Click My Computer
2. Click on the security cert you want to export
3. Click Export Certificate

~9 Symantec PKI Client LE__ﬁ
[ R

@Symantec. PKI CLIENT
Where is your certificate?

p =N

My Computer

Plug in your
smart card
‘ - i

Refresh

. Import a certificate
~

TEST-I_SEM_Ba 1_SEM_Batancin

i >

Issued: Aug 31, 2018 Delete certificate

Expires: Sep 1, 2019

PKI Client Trust: () Valid Rename certificate

Policy: urn:x-pkiclient- View certificate details
policy:reference:1:aHROcHM6Ly9wa:
3d:2.16.840.1.113733.1.16.1.2.3.1.1..

Profile OID: 2.16.840.1.113733.1.16.

4. Select Maximize compatibility for other systems (do not include Symantec Managed
PKI settings)

5. Enterin a password — you will need to memorise this when you import the security
certificate back into the PKI client

6. Click Export
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»a Symantec PKI Client LE__&

@Symantec- PKI CLIENT
Where is your certificate?

Plug in your
smart card

Import a cerbficate

Export certificate Delete certificate

(®) Maximize compatibility for other systems (do not include Export certificate
Symantec Managed PKI settings) Rename certificate

O For import with PK1 Client (include Symentes Mansged PKI Ve
settings) ﬁ \

h-:.\ ertificate details

Create private key password:

Cancel ‘ |  Export

7. Give the security cert a meaningful name
8. Save the file to a location where you will be able to access from any computer

= Export centcat =)
Savein: | T | j EF v

b= MName Date modified Type
=
Recent Places

Desktop

=

Libraries
A
=

Computer
L'

MNetwork

4| m 3
File name: i test_securty_cert ﬂ Save

Saveastype: | Compatble PKCSH12 Format {“p12) | Cancel
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Import Security Certificates

Open the PKI Client
1. Click My Computer

2. Click Import a Certificate

= Symantec PKI Client

(@ symantec. pKi CLIENT
Where is your certificate?

P N

My Computer

About | Need help? | Advanced

Plug in your
smart card

Change your PIN
Reset your PIN
Import a certificate 5

Import a certificate

3. Click Browse — locate to where you saved the security cert when you exported it
4. Enter the password you used when exporting the security certificate

5. Click Import
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~a Symantec PKI Client

@Symantec.

PKI CLIENT

Where is your certificate?

My Computer

Import certificate

Find the certificate you want to import

Does the certificate have a PIN? After you import the
certificate, you will use this device's PIN to access the

certificate.

File location:

[test_security_ceﬂ.m 2 e_

Private key password:

‘A Cancel =

)

About | Need help? | Advanced

Plug in your
smart card
' b g

" Refresh

Change your PIN
Reset your PIN
Import a certificate

Your certificate will be successfully imported —

¥

= Symantec PKI Client

About | Need help? | Advanced
(@ Symantec. Pk CLIENT
Where is your certificate?

My Computer

Plug in your
smart card
' .

v Certificate successfully imported.

Issued:
Expires:
PKI Client Trust:

Policy:

Aug 15, 2018
Aug 16, 2019
' Valid

urn:x-pkiclient-

policy:reference:1:aHROcHMBLy9waz
3d:2.16.840.1.113733.1.16.1.2.3.1.1.
Profile OID: 2.16.840.1.113733.1.16.

Change your PIN
Reset your PIN
Import a certificate

Delete certificate
Export certificate
Rename certificate
View certificate details
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How Users Renew Existing Certs
*Certificates can only be renewed within 30 days of the expiry date*

Users will receive an email similar to the below when a renewal is due to the registered email

address. Click on the link included within the email, the system will then generate a new security
certificate.

From: Certificate Administrator [mailto:noreply@digicert.com]
Sent: 15 November 2018 00:11
To: =; j = i

Subject: Renew your PKI certificate

Dear CisiieC -0

Our records indicate that your certificate named B e Tl e sl e e (B B TS will expire in 1 day, at 11:59 PM +00:00 on Thursday, November 15, 2018. To
continue accessing company services, you need to renew your certificate before November 16, 2018.

From the device you used to enroll for this certificate, access the following link to renew this certificate:

https://pki.symauth.com/certificate-service/renew/?id=976122042

If you need help with certificate renewal, contact I-SEM Certtificate Admin.

ISEMCertRequest@Eirgid.com

Thank you,
Your Certificate Administrator

If you do not receive an email, open the PKI client, click on the security certificate that is due to
expire and click Renew Certificate — #1 is where the Renew Certificate option will be.

7

~a Symantec PKI Client LE‘_‘_IQ

About | Need help? | Advanced
(@ symantec. pKi CLIENT
Where is your certificate?

Plug in your l
smart card

My Computer

Change your PIN
% : : Reset your PIN
b - Import a certificate
L "o

s —

(2 Certificates)

Version (Expiration date - certificate name): 4 | Delete certificate
[Aug 16,2019 - F'& =3 vl | Export certificate
Note: Any action applies only to the selected version. iE Rename certificate
Issued: Aug 15, 2018 ‘ |

Expires: Aug 16, 2019

PKI Client Trust: () Valid

View certificate details

Policy: urn:x-pkiclient- h
_oolicv:reference:1:aHROcHMEL ™
»
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Automatic Certificate Renewal

The PKI client will alert you when a certificate is due to be renewed, this will appear on your desktop
after you have logged in or the computer has been restarted.

A box similar to below will appear

%) DigiCert PKI Clien

Certificate Renewal

Your certificates will expire in 29 days.
S Renew now to continue accessing your
L

services.
|_SEM_Balancing_and_Capacity_Marke
For user authentication. Enable secure sign-in

to your company's VPN, Web sites, or other
services.

digicert

Click on the continue button to renew the certificate

Renewal successfull

m Your certificates have been successfully
s renewed.
i

|_SEM_Balancing_and_Capacity Marke
For user authentication. Enable secure sign-in

to your company's VPN, Web sites, or other
services.

digicert
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How to Download Digital Certificates

Users will receive an email like below to let them know they have been enrolled for a digital certificate.
(there is an assumption you already have the Pki Client Installed)

Installing your I-SEM Balancing and Capacity Market Certificate

Enterprise PKI Team <noreply@digicert.com>
Wed 17/02/2021 13:06

CAUTION: This email originated from outside of the organisation No not click on any links or open attachments unless you recognise the sender and
know the content to be safe.

Dear . "

Please navigate to the below Symantec URL to complete the new ‘one link” installation process for your I-SEM Certificate. Please note an enrolment
caode is no longer required.

https://pki.symauth.com/certificate-service 2p=LVprMNxHMAIIXpH)

Additional detail regarding the certificate installation process can also be found in the I-SEM Market Participant CCQT Guide V3.0 which can be found at
the below link:

Click on the link provided to install the certificate and you will be taken to this Windows (Please ensure
you are downloading the certificate via IE only)

Fill in your details — we recommend matching the certificate nickname to the Common Name — click
Continue

digicert

Enroll: Enroliment information Install certificate Mext steps

Identity confirmed.

Verify your information

Verify that the information associated with your certificate is correct, and complete any required fields.

Common name L

Email address = =
Department  SEMO-TEST

Company  Eirgrid PLC

Certificate nickname

If your information is incorrect, contact I-SEM Certificate Admin.

SEMCertRequest@Eirgid.com

Continue

otices | Privacy
© 2021 DigiCert, Inc. All rights reserved.
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You will see the screen below — click on Install Certificate

digicert

Enroll: Enroliment information Install certificate

Install your certificate

Click Install certificate. The certificate will be installed on your computer or smart card shortly.

Install certificate

Legal Notices | Privacy

The following window will appear next

Installing your certificate

» Do not click the browser's Back button.
+ Do not close the browser window.
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Once completed, the following window will appear

digicert

Enroll: Confirm your identity Enrallment information Install certificate Next steps

Your certificate was successfully installed.

Certificate enroliment is complete

Your certificate is now available for use.

Legal Notices | Privacy
® 2021 DigiCert, Inc. All rights reserved.

You can now find your certificate in the PKI Client
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